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1
Decision/action requested

This contribution proposes some initial discussions on the protection of signalling messages for PC5 connection. 
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Rationale

One open issue for PC5 unicast is what security needs to be applied to the various PC5 signalling message (both PC5-S (see [1]) and PC5-RRC (see 2)). There are various types of signalling messages that will be standardised for PC5 unicast: 
the non-security PC5-S ones (required by SA2), 
the non-security PC5-RRC ones (required by RAN2),  
the security ones required by SA3, and

 PC5-S error/failure message required by CT1 to cover the error cases (e.g. possibly a Direct Connection Reject). 
In principle, all messages should be protected except those needed for either security set-up or that are needed to be sent before security set-up.
From a high level perspective, this contribution assumes that the typical 3 step approach of establishing security will be followed, e.g. an initial message followed by signalling exchanged to authenticate the two parties and finally signalling to establish the security context which itself must be protected to avoid man-in-the-middle attacks. This leads onto the first assumptions.
Assumption 1: The signalling needed to authenticate the UE over PC5 unicast may be sent unprotected before the security has been established. 

Assumption 2: The signalling to establish the security must be integrity protected. 
Moving onto considering the RAN2 messages, the LS from RAN2 [2] provided details on the information sent in AS-layer configuration message. The AS-layer configuration being sent unprotected could lead to bid down attacks and hence such messages require protection. 
Assumption 3: The PC5-RRC signalling for AS-layer configuration shall only be sent after security has been established.
This assumption should be confirmed with RAN2. 
Moving onto the SA2 signalling. Clearly the Direct Communication Request needs to be sent before security is established and hence can be sent unprotected. SA3 should ask SA2 what information is needed in this message to enable the establishment of security and if SA2 see any issue with moving the other information to a latter message that is sent before Direct Communication Accept. This would be similar to the initial NAS security for 5G. 
Assumption 4: Direct Communication Request can be sent unprotected. Its contents should be restricted to information needed to establish security between the UEs.
Moving onto the Link identifier update and Layer-2 link modification procedures given in TS 23.287 [1]. These procedures clearly require security protection and do not seem to be needed either for or before security establishment.

Assumption 5: The PC5-S message related to link identifier update and layer-2 link modification shall only be sent protected.
Finally, the link-2 layer release message shall be sent security protected once the security has been established. It is not clear whether this message needs to be sent before security establishment.  If it is needed before security is established, then in such a case it would be possible to send it without protection.
Assumption 6: The layer-2 link release procedure shall only be sent protected.

Assumptions 4 to 6 should be liaised with SA2 and CT1 to get feedback.

It is proposed that SA3 send a LS to RAN2, SA2 and CT1 giving the details of the above assumptions and asking for feedback on the details of the above assumptions.
4
Detailed proposal

It is proposed that SA3 endorse the proposal to send an LS to RAN2, SA2 and CT1 to check the above assumptions on the PC5-S and PC5-RRC message protection 
